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Topics for Today

ANation State Threats

ASupply Chain Threats

ABusiness Email Compromise (BEC)
AWhat Can You Do?
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C a m pa i g n Advanced Persistent Threat (APT)

actors

Hundreds of victims (targeted or
affected)

o Energy (focus area)
Nuclear
Aviation
Critical manufacturing
Government entities

Response effort coordinated
between multiple government
organizations as well as industry
organizations

Effect has been limited to access
so far, with no physical impact
identified




Campaign Timeline

* Vendor PrisHiNG Jll ACCESS
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in early 2016

Remained dormant
for over one year
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Campaign Timeline

Additional vendor  PHISHING_
network compromised rrorrih
in early 2017
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Campaign Timeline

Phishing attack  PHISHING

originating from g e
compromised network

against another vendor

and government entity
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Campaign Timeline
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Campaign Timeline

Vendor victim
leveraged to phish gyl
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Campaign Timeline

Used new victim
network to pivot
and browse
external content
of an already-
phished
organization,

as well as a
non-U.S.
organization
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Campaign Timeline

Used initial
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Campaign Timeline

Leveraged early
victim to gain entry to

two previously —

accessed utilities and A IT SERVICE
. a . PROVIDER
one new victim B < ‘\
= IT SERVICE
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Who is the Target?

/ + Smaller organizations with less sophisticated networks

?;?g::g  Pre-existing relationships with intended targets
« Deliberately selected, not targets of opportunity
- Examples: vendors, integrators, suppliers, and strategic
R&D partners
- Used for staging tools and capabilities
: —— /= Small, medium, and large organizations
gfgnet: ’ « U.S. targets focused within the Energy Sector, specifically

power generation, transmission, and distribution

- Sophisticated networks with more defensive cyber tools




POLITICS

Russian Hackers Reach U.S. Utility Control
Rooms, Homeland Security Officials Say

Blackouts could have been caused after the networks of trusted vendors were easily penetrated

Hackers working for Russia claimed “hundreds of victims” last year in a giant and long-running
campaign that put them inside the control rooms of U.S. electric utilities where they could have
caused blackouts, federal officials said. They said the campaign likely is continuing.

“They got to the point where they could have thrown switches” and disrupted power flows, said
Jonathan Homer, chief of industrial-control-system analysis for DHS.

Officials of the Department of Homeland Security said hackers have reached the control rooms of U S electrnic utilities. PHOTO:
ANDREW HARRER/BLOOMBERG NEWS

By Rebecca Smith
July 23,2018 7221Tp.m. ET



Russian Activity Update

AOf the 100 oOphishedo,
hooked

A 12 of the 20 accounted for 45% of electricity
delivered in the US

A NPPD does not appear to be one of the
ochosen onesbo



Supply Chain Threat
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